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Disclaimer

● The slides are made today (Nov 28, 2022), so it might be confusing.
● Most photos are stolen from https://www.facebook.com/cucatcat/.

If you don’t know the math, you can still get use to the meows in CUHK.

https://www.facebook.com/cucatcat/
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Solved by…

● 🥇 PLUS (invited team)
● Project SEKAI (invited team)
● Black Banana (open division)
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Challenge Summary.

We are given an attachment called solve.py, as given below:
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Challenge Summary.

We are given an attachment called solve.py, as given below:

Mystiz you serious?
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Since it is the solution script, we can just run it against the remote service and get 
the flag… And you can get the flag in around six minutes!
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Since it is the solution script, we can just run it against the remote service and get 
the flag… In reality, the solution script is too slow to run.
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Let’s get to the real deal – read solve.py!

z3 is a package for satisfiability 
modulo theories (SMT) solver
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the solve script connects to 
the remote service
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there are 100 rounds… 
in each round:
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the program receives 4 variables 
from remote: m, s, p, q
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it defines 3m variables:
xk, sk, pk for k = 0, 1, …, m-1
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Conditions (Part 1)
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Conditions (Part 2)

●  
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Objective.

Find   such that ,

and
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How?

The system has 2 equations with m unknowns
⇒ The system is probably underdetermined!

We can assume     for simplicity.

There are two unknowns left, .
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Pointers.

After the reduction, it essentially asks us to solve a quadratic equation under a 
prime modulo.

If you want the math behind… Go take MATH3080 (Number Theory), or read from 
“Quadratic equation solutions modulo prime p” on StackExchange.

https://math.stackexchange.com/questions/1822070/quadratic-equation-solutions-modulo-prime-p
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Pointers.

If you want to skip the math part… Use sagemath: In particular,

1. Define a polynomial ring by PolynomialRing(Zmod(p)),
2. Define the quadratic equation p, and
3. Solve it with p.roots().
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Final words.

An official writeup on this challenge (and the rest I made) 
will be available on mystiz.hk… Likely later this week.

Some advertisements.

https://mystiz.hk
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