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Disclaimer

e The slides are made today (Nov 28, 2022), so it might be confusing.
e Most photos are stolen from https://www.facebook.com/cucatcat/.
If you don’t know the math, you can still get use to the meows in CUHK.



https://www.facebook.com/cucatcat/
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Challenge Summary.

We are given an attachment called soLlve.py, as given below:

pwn i
z3 import *
operator import add, mul
m functools import reduce
rich.progress import track
rt itertools
r = process('./chall')

_ in track(range(100)):
r.recvuntil('/* '.encode())

m, s, p, q = map(int, r.recvline().decode().split())

s = Solver()

xs = [Int(f'x {i}') for i in range(m)]

subss = [Int(f'ss {i}') for i in range(m)]

subps = [Int(f'ps {i}') for i in range(m)]
i in range(1l, m):

_s.add(xs[i-1] <= xs[i])
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We are given an atta«

for i in range(1, m):
24 _s.add(xs[i-1] <= xs[i])
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Since it is the solution script, we can just run it against the remote service and get
the flag... And you can get the flag in around six minutes!

> python3 solve.py
[+] Opening connection to chal.hkcert22.pwnable.hk on port 28126: Done

Working... = 0:06:10
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the-Hag— In reality, the solutlon script is too slow to run.

> python3 solve.py
[+] Opening connection to chal.hkcert22.pwnable.hk on port 28126: Done
Working... =

File , Lline 12, in <module>
r.recvuntil( 4 .encode())
File
ine , in recvuntil
res - recv(timeout .timeout)
File
ine 105, in recv

_recv(numb, timeout)
File
ine y AR _recy
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Let’s get to the real deal — read Solve.py!

23 i¢ a package for catistiability

pwn import * modulo theoriec (SMT) colver
om z3 import *
from operator import add, mul
from functools import reduce
from rich.progress import track
rt itertools
r = process('./chall')

for _ in track(range(160)):
r.recvuntil('/ '.encode())

m, S, p, q = map(int, r.recvline().decode().split())

1€ _s = Solver()
17 xs = [Int(f'x {i}') for i in range(m)]

subss = [Int(f'ss {i}') for i in range(m)]
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pwn import *
om z3 import *
from operator import add, mul
-om functools import reduce
from rich.progress import track
rt itertools
NG » | thecolve ccr‘/}b.t connectc to
# TODO: change this to thHENEEMOTENSerVrce
r = process('./chall') the remote cervice
for _ in track(range(160)):

r.recvuntil('/ '.encode())
m, s, p, q = map(int, r.recvline().decode().split())

1€ _s = Solver()
17 xs = [Int(f'x {i}') for i in range(m)]

subss = [Int(f'ss {i}') for i in range(m)]
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pwn import *
om z3 import *
from operator import add, mul
-om functools import reduce
from rich.progress import track

rt itertools

r = process(l_fch311 )

there are 100 roundse...
for in track(range(160)): in each round:
r.recvuntil('/ '.encode())

m, S, p, q = map(int, r.recvline().decode().split())

1€ _s = Solver()
17 xs = [Int(f'x {i}') for i in range(m)]

subss = [Int(f'ss {i}') for i in range(m)]
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the program receives 4 variables

From remote: m, ¢, p, ¢

14 m, s, p, q = map(int, r.recvline().decode().split())

16 s = Solver()
17 xs = [Int(f'x {i}') for i in range(m)]

| subss = [Int(f'ss {i}') for i in range(m)]
26 subps = [Int(f'ps {i}') for i in range(m)]

for 1 in range(1l, m):
_s.add(xs[i-1] <= xs[i])
for i in range(©, m):
_s.add(Not(xs[i] <= 0))
for i in range(©, m):
28 _s.add(xs[i] < q)
29 for 1, j in itertools.product(range(®, m), repeat=2):
‘ _s.add(Implies(i != j, xs[i] != xs[j]))
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14 m, s, p, qQ = map(int, r.recvline().decode().split())

16 s = Solver()
17 xs = [Int(f'x {i}') for i in range(m)]

subss = [Int(f'ss {i}') for i in range(m)]
26 subps = [Int(f'ps {i}') foppipinerangetmii I

s y e it definee 3m variablec:

for i in range(1, m): xé, g/é' PA for b = 0,1, .. m-171
_s.add(xs[i-1] <= xs[iF}

pis for i in range(©, m):

26 _s.add(Not(xs[i] <= 0))

for i in range(©, m):

28 _s.add(xs[i] < q)

29 for i, j in itertools.product(range(®, m), repeat=2):

‘ _s.add(Implies(i != j, xs[i] != xs[j]))
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14 m, s, p, q = map(int, r.recvline().decode().split())
Conditions (Part 1) 5 ey g

17 Xs = [Int(f'x {i}') for i in range(m)]

o 2n< 21 < ..<Tp_ 18

0 =21 = = “m—1 19 subss = [Int(f'ss {i}') for i in range(m)]

20 subps = [Int(f'ps {i}') for i in range(m)]
21
22 # The base conditions
23 for i in range(1l, m):
24 _s.add(xs[i-1] <= xs[i])

w

for 1 1IN range(o, m):
_s.add(Not(xs[i] <= 0))
for i in range(©, m):
_s.add(xs[i] < q)
for i, j in itertools.product(range(®, m), repeat=2):
_s.add(Implies(i != j, xs[i] != xs[j]))
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# The "s" and "p" requirements

_s.add(subss[0] == xs[@])

_s.add(subps[0] == xs[@])

for i in range(m-1):
_s.add(subss[i+1] == subss[i] + (i+2)*xs[i+1])
_s.add(subps[i+1] == subps[i] * (i+2)*xs[i+1])
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14 m, s, p, q = map(int, r.recvline().decode().split())
Conditions (Part 1) =
16 s = Solver()
17 xs = [Int(f'x {i}') for i in range(m)]
o 2n< 21 < ..<Tp_ 18
0 =21 = = “m—1 19 subss = [Int(f'ss {i}') for i in range(m)]
o 20>0,21>0,...,29p_1>0 20 subps = [Int(f'ps {i}') for i in range(m)]
21
22 # The base conditions
23 for i in range(1l, m):
24 _s.add(xsli-1] <= xs[il)
5 for i in range(©, m):

(#)]

_s.add(Not(xs[i] <= 0))

tor 1 in range(O, m):
_s.add(xs[i] < q)

for i, j in itertools.product(range(®, m), repeat=2):
_s.add(Implies(i != j, xs[i] != xs[j]))
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# The "s" and "p" requirements

_s.add(subss[0] == xs[@])

_s.add(subps[0] == xs[@])

for i in range(m-1):
_s.add(subss[i+1] == subss[i] + (i+2)*xs[i+1])
_s.add(subps[i+1] == subps[i] * (i+2)*xs[i+1])
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14 m, s, p, q = map(int, r.recvline().decode().split())
Conditions (Part 1)
16 _s = Solver()
17 xs = [Int(f'x {i}') for i in range(m)]
o )< 21 ..<Tm_1 18 _
19 subss = [Int(f'ss {i}') for i in range(m)]
[ ] a?O > O’ a’,‘l > 0’ ---7a7m—1 > 0 20 subps = [Int(f'ps {i}') for i in range(m)]
21
(] Z() < q, ] < q,..., Tm—1 < q 22 # The base conditions
23 for i in range(1l, m):
24 _s.add(xs[i-1] <= xs[i])
25 for i in range(©, m):
26 _s.add(Not(xs[i] <= 0))
27 for i in range(©, m):
28 _s.add(xs[i] < q)
29 Tor 1, J 1n 1itertools.product(range(®, m), repeat=2):
30 _s.add(Implies(i != j, xs[i] != xs[j]))
31
32 # The "s" and "p" requirements
33 _s.add(subss[0] == xs[@])
34 _s.add(subps[0] == xs[@])
g 35 for i in range(m-1):
Ef _s.add(subss[i+1] == subss[i] + (i+2)*xs[i+1])
El _s.add(subps[i+1] == subps[i] * (i+2)*xs[i+1])
~0 e mnAddlciihcelIm_11 & 4 —— )
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Ei m, s, p, q = map(int, r.recvline().decode().split())
Conditions (Part 1) 5
16 _s = Solver()
17 xs = [Int(f'x {i}') for i in range(m)]
o < < ..<uxp_ 18
U=l = = “m~—1 19 subss = [Int(f'ss {i}') for i in range(m)]
o 20>0,21>0,...,29p_1>0 20 subps = [Int(f'ps {i}') for i in range(m)]
21
(] Z() < q, ] < q,..., Tm—1 < q 22 # The base conditions
23 for i in range(1l, m):
o CEZ 74 2 when 4 74 ] 24  _s.add(xs[i-1] <= xs[i])
oy : - -2 25 for i in range(©, m):
> 26 _s.add(Not(xs[i] <= 0))
27 for i in range(©, m):
28 _s.add(xs[i] < qg)
29 for i, j in itertools.product(range(®, m), repeat=2):
30 _s.add(Implies(i != j, xs[i] != xs[j]))
31
32 # The "s" and "p" requirements
33 _s.add(subss[0] == xs[@])
34 _s.add(subps[0] == xs[@])
BB for i in range(m-1):
8 36 _s.add(subss[i+1] == subss[i] + (i+2)*xs[i+1])
37 _s.add(subps[i+1] == subps[i] * (i+2)*xs[i+1])
l =6 e mnAddlciihcelIm_11 & 4 —— )
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Conditions (Part 1)

00 = 5] oo o A8
xg>0,21>0,...,2,_1>0
r0< q, 1 < qy....,Tm—1<q
x; # xj when i # j
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Conditions (Part 1)

00 = 5] oo o A8
xg>0,21>0,...,2,_1>0
r0< q, 1 < qy....,Tm—1<q
x; # xj when i # j




Numbers go brrr (300 points, 3 solves)

ons (Part 1)

ti

Condi

i)
53
Vi

O<azg<a; <ay< ...

o By

r)< q,xr1 <4q,..

when i # j

J



Numbers go brrr (300 points, 3 solves)

ons (Part 1)

ti

Condi

i)
53
Vi

O<azg<a; <ay< ...

o By

r)< q,xr1 <4q,..

when i # j

J



Numbers go brrr (300 points, 3 solves)

ons (Part 1)

ti

Condi

ST

\

N
g

O<zxp<z1 <9< ..<v=x
when 7 # j

T # X,



Numbers go brrr (300 points, 3 solves)

ons (Part 1)

ti

Condi

ST

\

N
g

O<zxp<z1 <9< ..<v=x
when 7 # j

i 7 X



Numbers go brrr (300 points, 3 solves)

ons (Part 1)

ti

Condi

S
Vv
i
g
8
Vv

D<oy < <ay<..



Numbers go brrr (300 points, 3 solves)

Conditions (Part 2)

S0 = %0,P0 = 0

(o) LS BN - ¥V}

S B BB W W W W W wWw
W N = O W o0

£
"N

_s.add(subss[o]‘== xs[0])
_s.add(subps[0] == xs[@])

# The S and "p" reaguirements

for 1 in range(m-1):
_s.add(subss[i+1] == subss[i] + (i+2)*xs[i+1])
_s.add(subps[i+1] == subps[i] * (i+2)*xs[i+l])
_s.add(subss[m-1] % q == s)
_s.add(subps[m-1] % q == p)
assert s.check() == sat

ﬁd = s.model()

x0s = [md.evaluate(xs[i]) for i in range(m)]
r.sendlineafter('@ '.encode(),

‘.join(map(str, x@s
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Conditions (Part 2)

® S50 = X0, P0 = L0
® sy 1=s5+0E+2) -zjfori=0,1,....,m—2
e pi1=pi-(1+2) -z 1fori=0,1,....,m—2

# The "s" and "p" requirements

s.add(subss[0] == xs[0])
s.add(subps[0] == xs[0])
for i in range(m-1):
_s.add(subss[i+1] == subss[i] + (i+2)*xs[i+1])
_s.add(subps[i+1] == subps[i] * (i+2)*xs[i+l])
s.add(subss[m-1] = q == s)
s.add(subps[m-1] % q == p)

assert s.check() == sat
md = s.model()

x0s = [md.evaluate(xs[i]) for i in range(m)]
r.sendlineafter('@ '.encode(), ' '.join(map(str, x@s
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Conditions (Part 2)

s.add(subss[0] == xs[0])

® S50 = 20,P0 = X0

® sy 1=s5+0E+2) -zjfori=0,1,....,m—2

e pi1=pi-(1+2) -z 1fori=0,1,....,m—2

° # The "s" and "p" requirements

G ] mod q = Sy Pm—1 mod g = p
S 34 s.add(subps[0] == xs[0])
35 for i in range(m-l)i

"""""" 3¢ _s.add(subss[i+1] == subss[i] + (i+2)*xs[i+1])
37 _s.add(subps[i+1] == subps[i] * (i+2)*xs[i+1])
38 _s.add(subss[m-1] % q == s)
39 _s.add(subps[m-1] % q == p)
11 assert s.check() == sat
42 md = s.model()
43 x0s = [md.evaluate(xs[i]) for i in range(m)]

f [ r.sendlineafter('@ '.encode(), ' '.join(map(str, x@s
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Objective.

Find (zo,1,....,2m—1) suchthat 0 < zp < 21 <29 < ... < 2p_1 < g,

Zk‘ z_1 = s (mod ¢) and Hk xp_1 = p (mod q)
k=1 k=1
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How?

The system has 2 equations with m unknowns
= The system is probably underdetermined!

We can assume xg = 1,21 = 2, ..., ;3 = m — 2 for simplicity.

There are two unknowns left, m — 2 <z, 9o < xpym_1 < q.
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Pointers.

After the reduction, it essentially asks us to solve a quadratic equation under a
prime modulo.

If you want the math behind... Go take MATH3080 (Number Theory), or read from
“Quadratic equation solutions modulo prime p” on StackExchange.



https://math.stackexchange.com/questions/1822070/quadratic-equation-solutions-modulo-prime-p
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Pointers.
If you want to skip the math part... Use sagemath: In particular,

1. Define a polynomial ring by PolynomialRing (Zmod(p) ),
2. Define the quadratic equation p, and
3. Solve it with poroots().
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Final words.

An official writeup on this challenge (and the rest | made)
will be available on mystiz.hk... Likely later this week.

Some advertisements.

[blackb6a] Mystiz 2022/11/14 00:10
btw, 411 F 4 BRI T — TS5 ctf ST dm Tt g
F st & R0 L T 1B ctf R R % — Ao

Mystizvv . 570214
Let's kick-start our first project idea in the channel: Minecraft Ultra-Hardcore PVP rounds
We'll be regularly hosting (when the infrastructure is ready) UHC rounds which all of us compete and discuss how to make improvements.

At the same time, the hosting server will be making patches to make cheating harder in each round.
This involves game reverse engineering, so it is probably exciting! &J
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https://mystiz.hk
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